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Impossible?

\_

Maybe not.
But it Is very hard.

Biomedical Research Institutions Information Technology Exchange
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The challenge is real, yet we all
need to figure out how to implement
some kind of solution anyway.

\ /
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And, we had better be prepared to
replace our solution with a better
solution every few years for the next

\9ecade. .
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The Problem

® Culture clash between research and security.
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The Problem

® Work occurs within decentralized organizations.
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The Problem

® Work occurs across institutional boundaries.
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The Problem

® Problem keeps changing.
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The Problem

® Rules keep changing.
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The Problem

® Solution keeps changing.
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The Problem

® Human-subjects work is especially challenging.
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Culture
Clash




Culture Clash

RESEARCH
open

SECURITY
closed
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Culture Clash

RESEARCH

opportunistic

SECURITY

planned

© 2007, BRIITE

http://www.briite.org

15



Culture Clash

RESEARCH

creative

SECURITY

structured
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Culture Clash

RESEARCH

SECURITY

challenge authority  respect authority
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Culture Clash

RESEARCH

one-off mentality

SECURITY

process driven
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Decentralized
Organizations




Decentralized Organizations

Would this work In your organization:

20



Decentralized Organizations

g
Your convenience IS no reason for me to

sacrifice the security of my network...
-

\

© 2007, BRIITE http://www.briite.org

21



Decentralized Organizations

\_

)

But it does work in the military, where
this quote originates.
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True Story

Conversation between network administrator (N) and faculty member (F):
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True Story

N: These changes will improve the security of our network.
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True Story

F: But they will make it impossible for my lab to carry out its research.
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True Story

N: With a little effort you should be able to find a work-around.
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True Story

F:

My staff and | have already devoted substantial effort to the
problem and there is no work-around for us. However, we have
determined that a relatively minor change in your security plan
would meet your security needs while still allowing us to carry out
our research.
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True Story

Conversation between network administrator (N) and faculty member (F):
N: These changes will improve the security of our network.
F: But they will make it impossible for my lab to carry out its research.
N: With a little effort you should be able to find a work-around.
F

. My staff and | have already devoted substantial effort to the
problem and there is no work-around for us. However, we have
determined that a relatively minor change in your security plan
would meet your security needs while still allowing us to carry out

our research.

: What do you know about network security?

You're just an end user.



True Story

e
Yes, but this end user also had a Nobel

Prize and about two attractive job offers

a month from other institutions.
\_

<
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True Story

/

POP
QUIZ
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True Story

The most likely outcome was:
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True Story

The most likely outcome was:

1. The researcher totally changed his
research program to meet the new
security standards, or . . .

\_

~
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True Story

The most likely outcome was:

2. The network administrator found
himself with the opportunity to
spend more time with his family.

\_

/
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Work Spans
Institutional
Boundaries




Work Spans Institutions

Much biomedical research is now
conducted by teams of collaborators,
often spanning multiple institutions.

Research that starts at one institution
segues Into multi-institutional work as
students graduate, post-docs move
on, and other changes occur.
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Work Spans Institutions

Research often is accomplished by
INFORMAL teams of workers,
spanning multiple organizations.

These teams dynamically come into
existence to meet a research need,

then disband.
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Work Spans Institutions

Portions of tens (or hundreds) of such
teams exist at any one time within any
research organization.

These teams are often not based on
any formal relationships between the
home Institutions of the researchers.

http://www.briite.org
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Work Spans Institutions

Delivering high quality security across
such teams either involves:

a proliferation of accounts across
institutions, or

a security system designed for a
totally decentralized federation
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Work Spans Institutions

No currently available security

system Is designed to meet the

needs of a totally decentralized
federation.
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Problem Keeps
Changing




Changes In Problem Scope

Achieving security of research systems:
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Changes In Problem Scope

Achieving security of research systems:
within labs
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Changes In Problem Scope

Achieving security of research systems:
within labs
across labs
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Changes In Problem Scope

Achieving security of research systems:
within labs
across labs
across departments
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Changes In Problem Scope

Achieving security of research systems:
within labs

across labs
across departments
across campuses
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Changes In Problem Scope

Achieving security of research systems:
within labs

across labs

across departments
across campuses
across institutions
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Changes In Problem Scope

Achieving security of research systems:
within labs
across labs
across departments
across campuses
across institutions
across state boundaries
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Changes In Problem Scope

Achieving security of research systems:
within labs

across labs

across departments
across campuses

across institutions

across state boundaries
across national boundaries
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Changes Iin Problem Domain

New problems keep arising:
financial system
confidential data on lost laptops
web site break-ins
student music downloads
termination policies
HIPAA
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Changes in Logical Status

Some change is so
profound that jokes
become reality.
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Changes in Logical Status

Sarcastic comment:

DNA is inherently
identifiable. Pretty soon
we’ll have to start putting
deliberate errors into
DNA seqguences before
we can share them...

© 2007, BRIITE http://www.briite.org
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Changes In Logi !

Recent article in Science

600

ETHICS

Identifiability in Genomic Research

William W. Lowrance and Francis 5. Collins

enomic research can now readily gen-
erate data that cover significant por-

tions of the human genome at levels
of detail unique to individuals. Data can now
be cateponized with respect w disease-related
penes and linked toclinical, family, and social
data. Identifiability, the petential for such data
to be associated with specific indivi duals, is
therefore a pivotal concern. Research, health
care, police, military, and other DNA and
genotype reference collections
are growing, Members of the pub-
lic and its leaders worry about risks
of erroneous or malicious identity
disclosure and consequent embar-
rassinenl; legal of financial ramifi-
cation tatization; and/or
diserimination for insurance, em-
ployment, promotion, or loans.

If the data are considered identi-
fiable, they may be covered by
informational or genetic privacy
laws, with implicitions for consent
and other rights. They may e cov-
ered by human-subjects regula-
tions, with implications for over-
sight. Controlled, conditional release
may be required for the data as
opposed o open public release.
These can all be obstacles to the
conduct of health-related research,

In the United States, personal
data used in health care and/or
research are protected by the
Common Rule on Protection of
Human Subjects (F), and the Privacy
Rule under the Health Information
Partability and Accountability Act
. They are also pro-

tional privacy is protected by natioml laws
that implement the Data Protection Directive,
such as the UK. Data Prlection Act (1998).
Mist other countries have similar L,

How these laws apply specifically, and
how adequate they are in the genomic
mesearch arena, is not entirely clear. Protection

WML Lowrance & 3 consultant in health maearch palicy
and efiics, 72 rue de SU Jean, CH1201 Genewa,
Switzeriand; e-mall kwrance@ipralink.ch. F 5. Callin &
director, U.S. Nafional Human Genome Research Institute,
Bethesda, MD 20892-2152 LSA e-maik francke@
mailaingow
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of privacy was among the issues examined by
the National Institutes of Health {NTH) in a
recent pulbrlic consultation {6).

New Modes of Data Flow

Until recently, most genomic research used
data and biospecimens obtained fairly
i , from the data subjects themselw
clinical repositories or specialized re
collections, This will continue, as it has many

Genomic data are unigue tothe
individual and must be managed
with care to maintain public trus.

Wellcome Trust Case Control Consortium do
and TLE. Biobank will)( 7). Armong the design
and governance issues are whether and how to
de-identify the data and at what stages to con-
duct scientific and ethics review.

These new data flows, genomewide analy-
ses, and novel arrangements such as the
Informed Cohort scheme recently proposed
by Kohane ef al. (§) are relatively uncharted
territory with respect to human subjects and
privacy considerations. Precedent
doen’t provide sufficient guidance,
For example, the Human Genome
and HapMap Projects have peno-
typed DNA from anly a few hun-
dred carefully selected people
who prospectively consented to the

Dxaandle bopecmens wwed for research

advantages. But now, in efforts o increase the
mnge and quantity of data, large-scale
nesearch platforms are being built that assem-

ble, orzanize, and store data, and sometimes
hispecimens, and then distribute these to
researchers (see figure). The advantages of
such platforms,

1 addition to scale, are that
tstaging-point for screen-
tering uniformity of data

the Genetic

The Cancer Genome Atlas,
Association Information Network, and the

Fublished by AAAS

analysis and to open publication
after thorough explanation, discus-
sion, and community consulta-
tion, The pojects have beensciuti-
nized closely all along, But when
the data relate to more people (hy
orders of magnitude) o to retro-
spective analvsis of biospecimens,
then for pragmatic reasons such
painstaking selection, consent ne-
gotiation, and scrutiny can’t gener-
allybe achieved

Identifiability and Identifiers
Tdentifiability ranges from overtly
identifiable, o potentially identi-
fiable by deduction, to absolutely
unident le. The concept isn't
simple, as evidenced by the
pean Commission's publication
of an elaborate “Opinion on the
coneept of personal data June
2007, 12 years after passage of the Data
Protection Directive ().

In legal regimens, indirect identifiability is
as important as direct. For instance, the
HIPA A Privacy Rule applies to “information
that identifies an individual; or with respect to
which there is a reasonable hasis to believe the
information can be used to identify the indi-
vidual™ (Sec. 160.103). Similarly, the UE.
Data Protection At applies to “data which
relate toa living individual who can be identi-
fied—{a) from those data, or (b) Gom those
data andother information whichis inthe pos-
sasion of, oris likely to come into the pos
sion of, the data controller” [See. LI41)]. 17

um-

wW.SCIENCEMag.ong

Downloaded from www .sciencemag.org on September 30, 2007
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POLICYFORUM I

data aren’tidentifiable they shouldn't be con-

key allows reassociation of substantive data

Changes In Logi

Page 2:

Tactics for de-identi
genomic data.

Ifying

Justice

sidered “personal” and a variety of rights and
ions that apply to persomal data may not

ohlig

distinguished: demographic or administrative

tags (e g, name, social security number, e-

height, blood type, s
rect clues (e.g., medication us
children, spouse’s
of emergency-room admission). Whether par-
ticular bits of data alone or in combination
should be considersd sufficient Lo identify a
person is a matter of judgment. Much may
depend on whether partial identifiers can be
linked with identified oridentifiable data in
public or other databases
The HIPAA Pri Rule illustrates the
practical challenges. Fordata to be considensd
adequately de-identified and therefore not
subject to its provisions, a nuimber of descrip-
tors, which il lists, must be absent [Sec.
164.514B)N2)] (7). The Inalumum-. ulc'nll-
Fiers that are linked faidy dirggly
addre:
hospital discharge dates, Knowi
ments on the lTI'Id\ or may notallow ulmll-

number of

health-care, administrative, criminal, disaster
response, or otherdatabases (10, 13 14). There
is no shortage of public and commercial data-
bases about people’s lives, especially in the
United States. If the nongenetic data are
overtly identified, the task is stmightforward .
Ewen if such data are not fully identified
inferential narrowing-down may be possible.
Statisticians have many techniques for identi-
fving data subjects from partial data ({5 76).

Prafiling from genomic data. A number
of physical attributes can now be inferred
from DNA anal ch as gender, blood
type, approximate skin pigmentation, and
stations  of Mendelian  disorders,
of predictions will likely increase
regarding height or other aspects of skeletal
build, hair color and texture, eve color, and
even some craniofacial features. Soon marny
chronie disease susceptibilities will be pre-
dictable and, before long, some behavioral
tendencies will be, In 5 to 10 years, many
attributes will be profilable.

Tactics for De-identifying Genomic Data
Limiting the proportion of genome released.
The first option is to release only limited seg-

fication, and even knowing a pers i
fact such as social securty number allows
identification anly if it can be traced to the
person through some other source,

Identifying Through Genomic Data

Matching against reference genotype. The
number of DNA markers such as single-
nueleotide polymorphisms (SNPs) that are
needed o uniguey identify a single person is
5 stimate that only 30 o 80
SNPs could be sufficient (7). Thus, suchdata

can ]:lt. u-aul u\-il.h high u.Tlilullb to u‘n[_irrn

ments af g . such as sequence traces or
a few variants, along with minimum neces-
sary phenotypic or other data. But “how
mmuch” is sufficient for identifving, by any
route, depends on the region and extent of
genome covered, the density of mapping, the
rarity of variants, the degree of linkage dis-
equilibrium, and other factors (/7). This
makes it difficult to develop general guidance
on how much to ecpose publicly.

Many projects do limit the portion of
genome they release, especially if the relese
is urrestricted. Precautions canbe taken, such

sense dc]'m"ml-. on whether the reference lldl:.l
are persorully identified.

Caollections that can be used for matching
continue to grow. Identified biospecimens
from millions of people are held by criminal
rstems and armed services (17, 12),
Biospecimens and a growing rumber of
genomic analvses are held by health-care,
public health, and health research institu-
tions. To be clear, the risk is not that a match
might be found but that a de-identified data
set will become linkable to a specific person
because the matched data set containg per-
somal identifiers.

Linking to nongenetic databases. A second
route o identifving genotyped subjects is
deduction by linking and then matching geno-

www sciencemag.org  SCIENCE  VOL 317

few SNPs or too-short snippets of -aaqucnu.
may thwart research.

Statistically degrading data. This is possi-
ble, for example, by lumping all purines and
all pyrimidines. Unfortunatel
of aTinstead of a C in ene data cell can mean
the difference between dis
for many lines of genomic res
ing data degrades usefulness,

Sequestering iden. s via key-coding
(reversibly de-identifving) (7). This is the
method most widely used in health research,
Administrative or other overt identifiers are
separated from data, but a link is maintained
between them via an arbitrary numerical key-
code (18). Held securely and separately, the

Fublished by AdAS

with ulcnll[lcr-. if n sary. The key and
ility for its use can be delegated toa
15 use can be puided by agreed-
upon criteria and subjected to oversight.

Provision of Access to Data

Open versus controlled release. A culturl
habit of rapid, open release of genomic data
has been pursued by the involved scientists
and institutions since the beginning of the
Human Genome Project (7 9-20). There is no
question about the re
such principles it e
tainly, the principles will have to be modified
now for databases that include extensive
genotypic information, toheighten the protec-
tion of identifiability (27).

purpses not u.b'nllndhlt, ar (i) consent to the

release is ethically |t.|,ll|md|.bd]1l1l granted by
the data subjects, o the necessity for consent
is waived by a competent ethics body. Most
projects now take three precautionary steps:
sequestering the standard identifiers via key-
coding; performing disclosure rigk-reduction
(such as by rounding birth date to vear of
hirth); and providing access to the de-identi-
fied data under conditional terms.

Terms of agreements. Data-access ag
ments (alternatively called “certifications™
or “use agreements’) cover many matters,
Legally they amount to contracts, and they
may have to be entered into by researchers”
institutions as well as the researchers,

Agreements may set limitations on pur-
poses and uses, allowed users, or other mat-
covered by consent, either for the whole
dataset or for particular data-subjects, and
inay address how data will be released. They

should refer to ph organizational, and

guanding of the key, and criteria for use of the
kew. They should always state that researchers
will make no attempt to identify nonidenti-
fied data. They should restrict unauthorized
passing on of data and should extend the
chain of custody and the aceampanying obli-
gations if data are passed on. They may
address linking, if linking to other datasets is
contemplated that might increase identifia-
bility. Invariably they require that derived
data on individuals be protected at least as
carefully as the data being provided. They
may make access contingent on Institutional
Review Board or other ethics committee
approval and may specify the stage(s) at

3 AUGUST 2007
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Changes In Logi

Page 2:

Tactics for de-identifying
genomic data.

Statistically degrading data. This is possi-
ble, for example, by lumping all purines and
all pyrimidines. Unfortunately, the occurrence
of a T instead of a C in one data cell can mean
the difference between disease and health. So
for many lines of genomic research, degrad-
ing data degrades usefulness

data aren’t identifiable they shouldn't be con-
sidered “personal” and a variety of rights and
obligations that apply to personal data may not
he relevant.

Three sorts of identi factors can be
distinguished: demograph administrative
tags (e g, name, social security number, e-
mail address, hospital name, postal code);
overt descriptors (e.g
height, blood type, scars, asthm
rect clues (e.g., medication us
children, spo occupation, circumstances
of emergency-room admission). Whether par-
ticular bits of data alone or in combination
should be considersd sufficient Lo identify a
person is a matter of judgment. Much may
depend on whether partial identifiers can be
linked with identified or identifiable data in
public or other databases,

The HIPAA Privacy Rule illustrates the
practical challenges. Fordata to be considensd
adequately de-identified and therefore not
subject to its provisions, a nuimber of descrip-
tors, which il lists, must be absent [Sec.
164 514BN2)] (7). The list contains identi-
Fiers that are linked faidy directly to name and
address, such as rnullwl record mumbers or
hospital discharge dates. Knowing a few ele-
ments on the listmay or may notallow ulmll-

, number of

typeplus-associated data (such as gender,
age, or disease being studied) with data in
health-care, administral criminal, disaster
response, or otherdatabases (10, 13 14). There
is no shortage of public and commercial data-
bases about people’s lives, especially in the
United States. If the nongenetic data are
overtly identified, the task is stmightforward .
Ewen if such data are not fully identified
inferential narrowing-down may be possible.
Statisticians have many techniques for identi-
fving data subjects from partial data ({5 76).

Prafiling from genomic data. A number
of physical d“.rlhulb' can now be inferred
from DNA anal uch as gender, blood
skin pigmentation, and
I Mendelian disorders.

liability of predictions will likely increase
regarding height or other aspects of skeletal
build hair color and texture, eve color, and
even some cramofacial featu Soon marny
chronie dise: sceptibilities will be pre-
dictable and, before long, some behavioral
tendencies will be, In 5 to 10 years, many
attributes will be profilable.

Tactics for De-identifying Genomic Data
Limiting the proportion of genome released.
The first option is to release only limited seg-

fication, and even knowing a pers i
fact such as social securty number allows
identification anly if it can be traced to the
person through some other source,

Identifying Through Genomic Data
Matching against reference genotype. The
number of DNA markers such as single-
nucleotide ]'Hl|\|THl|']1hl. (SMNPs) that are
v a single person is
small; Lin ef al. estimate |J1-dl only 30 to 80
SNPs could be sufficient (7). Thus, suchdata
canbe used with high certitude, to confirm
that two samples come from the same person;
whether this canidentify anybedy inthe usual
sense depends on whether the reference data
are persorully identified.

CHI lections that can be used for matching
a0 grow. Iilmlltlulhnn]'lmlmcn

tions. To be clear, the risk is not that a matd
might be found but that a de-identified data
set will become linkable to a specific person
because the matched data set containg per-
somal identifiers.

Linking to nongenetic databases. A second
route o identifving genotyped subjects is
deduction by linking and then matching geno-

www sciencemag.org  SCIENCE  VOL 317

ments af g . such as sequence traces or
a few variants, along with minimum neces-
sary phenotypic or other data. But “how
mmuch” is sufficient for identifving, by any
route, depends on the region and extent of
genome covered, the density of mapping, the
rarity of variants, the degree of linkage dis-
equilibrium, and other factors (/7). This
makes it difficult to develop general guidance
on how much to ecpose publicly.

Many projects do limit |]1t. portion of
genome they release, especial
is urrestricted. Precautions canbe taken, such
as releasing sequence traces in such a sepa-

rated mamner that no individual s data can be

Smmm c.u'J’\ degrading data. This is possi-
ble, for example, by lumping all purines and
all pyrimidines. Unfortunately, the occurmence
of aTinstead of a C in ene data cell can mean
the difference between disease and health. So
for many lines of genomic research, degrad-
ing data degrades usefulnes:
9e\que\renng m’enmﬁer\ via keu—(a i

method most Witk
Addministrative or ﬂlh;'r overt identi fiers are
separated from data, but a link is maintained
between them via an arbitrary numerical key-
code (18). Held securely and separately, the

Fublished by AdAS

POLICYFORUM I

kew allows reassociation of substantive data
with identifiers if necessary. The key and
responsibility for its us be delegated toa
trusted party; its use can be guided by agreed-
upon criteria and subjected to oversight.

Provision of Access to Data

Open versus controlled release. A culturl
habit of rapid, open release of genomic data
has been pursued by the involved scientists
and institutions since the beginning of the
Human Genome Project (7 9-20). There is no
question about the research advantages of
such principles and policies. Bul almost cer-
tainly, the principles will have to be modified
now for databases that include extensive
genotypic information, toheighten the protec-
tion of identifiability (27).

Open data release, as with deposition in a
publicly accessible Web site, is acceptable
only ther: (i) the data are for all practical
purposes notidentifiahle; or (i) consent to the
release is ethically legitimate and is grasted by
the data subjects, o the necessity
is wai\-otl 'h}' a ulm]’u:l.c'nl cl'hlc.ti 'hml}-. Maost

c'rturmlm_ disclosure ri -.k—nulus,lum
Ty nlurulmL bn'Lh dst. to year nl:

fied data uml:rumd:lmml I.crml.

Terms of agreements. Data-access ag
ments (alternatively called “certifications™
or “use agreements’) cover many matters,

may have to be entered into by
institutions as well as the researchers,
Agreements may set limitations on pur-
poses and uses, allowed users, or other mat-
ters covered by consent, ei ther for the whole
dataset or for particular data-subjects, and
inay address how data will be released. They
should refer to physical, organizational, and
information technology security. They may
speci B who will be responsible for de-identi-
-coding, safe-
guanding of the key, and criteria for use of the
kew. They should always state that researchers
(ill make no atternpt to identify nonidenti-
b data. They should restrict unauthorized
2 on of l]dl:.l dml -.hnuld t.nl.eml |J1t.

address |inking_. if |in'king_ o nl.he."r datasets is
contemplated that might increase identifia-
bility. Invariably they require that derived
data on individuals be protected at least as
carefully as the data being provided. They
may make access contingent on Institutional
Review Board or other ethics committee
approval and may specify the stage(s) at
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Changes In Logi

data aren’tiden

sidered “personal; ]
ohlig I\lTL'uD'Idld]‘l]‘ll\'l\lTK_"T\ITH'{thl'IIId\'TMl

ographic or administrative

s, social security mumber, e-
"Idll address, hospital name, postal code);
overt descriptors (e.g., gender, eye color,
height, blood type, s asthma); and indi-
nedication use, number of
se's ocoupation, circurmstances
of emergency-room admission). Whether par-
ticular bits of data alone or in combination
should b i sient Lo iden
person is a matter of judgment. Much may
depend on whether partial identifiers can be
linked with identified oridentifiable data in

Ll il

rect clues

POLICYFORUM I

tudied) with data in
criminal, disaster T{.‘-.‘|'|\I'I'L'1Ih|||l
trusted party;

upson eriteria and subjected Lo ove

5 Provision of Access to Data
overtly uk"nll u:d. the: task is s Open versus controlled rele
Even uch data are not fully identified,  habit of rapid, open reles
inf {.‘T{."ﬂlldl narrowing-down may be poss
Stati ] h_l\'{. many techmnig
fy 5 n partial data (15 76).
.f‘ml"my;u fmm genomic data. A number \.]LH.‘\[I\IH about the re
¢ be inferred and pol

h as gender, blood 1
kin pigmentation, and
Mendelian  disorders.
fpredictions will likely increase dentifiability (27).

e 2 ol " L il

le.  has been pursued by the involved scien
widenti-  and institutions since the beginning

ill have to be madified
that include extensive
wrnation, toheighten the protec-

When reality starts to resemble
parody, things are getting too

complex for comfort.

N

tions. To be clear, the risk is not that a matd
might be found but that a de-identified data
set will become linkable to a specific person
because the matched data set contains per-
somal identifiers.

Linking to nongenetic databases. A second
route to identi p penotyped subjects is
deduction by linking and then matehing geno-

contemplated that might i
hility, Invariably th

Addministrative or \»l'hc'r overt identi fiers are
separated from data, but a link is maintained
between them via an arbitrary numerical key-

mak
w Board or other

address linking, if linking to other data:
se identi
¢ require that derived
data on individuals be protected at least as

sfully as the data being provided. They
contingent on Institutional
sthics commitles

cade (15) Held securely and separately, the  approval and may specify the stage(s) at
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Rules Keep
Changing




Rules Keep Changing

HIPAA

Sarbanes Oxley

News stories of lost laptops
Internal audit departments
Non-research savvy auditors
Engaged boards of directors
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Solution Keeps
Changing




Solution Keeps Changing

We need comprehensive support for
Implementing security in a totally
decentralized federation.

No such solution exists.

So we keep implementing the

approximation du jour (or maybe de jure).
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Human Subjects
Research




What i1s Human Subjects Research?

are covered and w

Certain activities are obviously human
subjects research, appropriately covered
by IRB rules and procedures.

But, where are the limits? What activities

nat are not?

Effect of food ado

itive?

Price of popcorn in movie theaters?
Production of recipe book?
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HSR Criteria

Project:

MBA student wants to
interview theater managers
about price of popcorn at
different times and for
different features.

Problem:
Should this activity be
considered research
involving human subjects
covered by 45 CFR part 467

Answer:
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HSR Criteria

Chart 1: Is an Activity Research Involving Human Subjects

Start here.

Project:

Problem:

MBA student wants to
interview theater managers
about price of popcorn at
different times and for
different features.

Should this activity be
considered research
involving human subjects
covered by 45 CFR part 467

L ]

Is the activity a systematic
investigation designed to develop or
contribute to generalizable
knowledge? [45 CFR 46.102(d)]

Covered by 45 CFR part 46?7

September 24, 2004

NO Activity is not research, so 45

T
YES
h 4

Activity is research. Does the
research involve obtaining
information about living

individuals? [45 CFR 46.102(f)]

|
YES

——NO— human subjects, and 45 CFR part 46

L

CFR part 46 does not apply.

The research is not research involving

does not apply.

A F Y
NO
1

Does the research involve
intervention or interaction with the
individuals?

[45 CFR 46.102{f)(1), (2)]

—MNO >

|
YES
¥
Agctivity is research
involving human
subjects. Isit
conducted or
supported by HHS?
[45 CFR 46.101(a)(1)]

[ —YES —

Is the information
individually identifiable
(i.e., the identity of the
subject is or may readily be
ascertained by the
investigator or associated
with the information)?
[45 CFR 46.102(f){2)]

T
YES BUT

. 4

Is the information private? (About
behavior that occurs in a context in BUT
which an individual can reasonably
expect that no observation or recording
is taking place, or provided for specific
purposes by an individual and which the
individual can reasonably expect will not
be made public.) (45 CFR 46.102(f)(2)]

Answer:

I
I YES
NO ¥
Unless exempt
Is the under 45 CFR
research 46.101(b),
covered by 45 CFR part 46,
an
applicable [~ YES ¥
OHRP ;c\: the resea_r(t:hk
s appropriate,
approved
assurance subpart B, C, and
created D requirements
under 45 also apply.
CFR N
46.1032 NO =

subpart A
requirements apply-gb[ Go to Chart 2 |

AND

¢ yy

Other Federal, State and local laws and/or

regulations may apply to the activity.
[45 CFR 46.101(f)]
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HSR Criteria

Project:

MBA student wants to
interview theater managers
about price of popcorn at
different times and for
different features.

Problem:

Should this activity be
considered research
involving human subjects
covered by 45 CFR part 467

Answer:

)

B—)

B—)

B—)

B—)

Chart 1: Is an Activity Research Involving Human Subjects

Start here.
Y

Is the activity a systematic
investigation designed to develop or

Covered by 45 CFR part 46?7

September 24, 2004

NO

contribute to generalizable
knowledge? [45 CFR 46.102(d)]

T /
YES
Y
Activity is research. Does the
research involve obtaining

information about living
individuals? [45 CFR 46.102(f)]

|
YES /

Does the research involve

individuals?
[45 CFR 46.102(f)(1), (2)]

|
YES \/
¥
Agctivity is research
involving human
subjects, Is it

conducted or

supported by HHS?
[45 CFR 46.101(a)(1)]

——NO— human subjects, and 45 CFR part 46

intervention or interaction with the __NO-»

L

CFR part 46 does not apply.

Activity is not research, so 45

The research is not research involving

does not apply.

A F Y
NO
1

Is the information
individually identifiable
(i.e., the identity of the
subject is or may readily be
ascertained by the
investigator or associated
with the information)?
[45 CFR 46.102(f){2)]

T
YES BUT

. 4

[ —YES —

I

Unless exempt

under 45 CFR

Is the information private? (About
behavior that occurs in a context in BUT
which an individual can reasonably
expect that no observation or recording
is taking place, or provided for specific
purposes by an individual and which the
individual can reasonably expect will not
be made public.) (45 CFR 46.102(f)(2)]

4D[ Go to Chart 2 |

AND

¢ ¥ 3

Other Federal, State and local laws and/or

Is the
research 46.101(b),
covered by / 45 CFR part 46,
an subpart A
applicable —YES #{requirements apply|
OHRP ;c\: the resea_r(t:hk
s appropriate,
approved
assurance subpart B, C, and
created D requirements
under 45 also apply.
CFR N
46.103? NO

- regulations may apply to the activity.
[45 CFR 46.101(f)]
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Chart 2: Is the Research Involving Human Subjects Eligible

[Fronchart 1| for Exemption Under 45 CFR 46.101(b)?

September 24, 2004

I I S I 2 C - t -
Has HHS prohibited exemption of the human subjects research?

. (All research involving prisoners, some research involving children.)
P I’Oj eCt [Footnote 1 to 45 CFR 46.101(i), 45 CFR 46.401(b}]
T /
NO
h 4

** “Only" means that no non-
exempt activities are involved.

Will the enly** involvement of human subjects i
M BA Stu d e nt Wants to - be in one or more of the following categories? Research that '.m_:I_Ude.s exempt and
. . ¥ non-exempt activities is not exempt.
interview theater managers S e sebied o7 —
H commonly accepted educational | Goto
seltings, involving normal education ) “|Chart 3
about price of popcorn at  sm=p YES #{ CFR 46.101(0(1)
5 5 practices? i
different times and for P
1 Y
different features. T WAl ez _
educational tests, survey o to
- procedures, interview procedures, —YESH] 38'31 01(b)(2) C:r > Chart 4
or observation of public behavior? (b)(3) may apply.

Problem: AN%OR w4

YES

Research invalving collection or study

o . ’ gt Exemption 45
Should this activity be L O e s [ YEs > CPR 6 010X |—{ o1
considered research T V4 —
. . . AND/OR
involving human subjects - _
d by 45 CFR part 46?7 s examining public beneft or service |—VES ] CFR 46 101(5)(5) |—] C0°
Cove re y p " programs? may apply. S

I
AND/OR /
h 4

An Swe r . Research involving taste and food Exemption 45 oD
quality evaluation or consumer =YES# CFR 46.101(b)(6) >
. Chart 7
acceptance studies? may apply.
T
NO \/
h 4 A 4
No exemptions to 45 CFR part 46 apply. Go o
Provisions of 45 CFR subpart A apply, and subparts B, C and D -
i ; . Chart 8
also apply if subjects are from covered vulnerable populations.
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HSR Criteria

Project:

Problem:

Research team wants to
interview IRB heads,
security officers, other
institutional leaders to
determine the policy
requirements governing the
deployment of multi-site
digital security systems.

Chart 1: Is an Activity Research Involving Human Subjects

Start here.
Y

Is the activity a systematic
investigation designed to develop or

Covered by 45 CFR part 46?7

September 24, 2004

NO Activity is not research, so 45

contribute to generalizable
knowledge? [45 CFR 46.102(d)]
T
YES
Y
Activity is research. Does the
research involve obtaining
information about living
individuals? [45 CFR 46.102(f)]

|
YES

——NO— human subjects, and 45 CFR part 46

L

CFR part 46 does not apply.

The research is not research involving

does not apply.

A F Y
NO
1

Does the research involve
intervention or interaction with the
N
individuals? O
[45 CFR 46.102{f)(1), (2)]

|
YES

Is the information
individually identifiable
(i.e., the identity of the
subject is or may readily be
ascertained by the
investigator or associated
with the information)?
[45 CFR 46.102(f){2)]

¥

Agctivity is research
involving human
subjects, Is it

T
YES BUT

. 4

conducted or
supported by HHS?
[45 CFR 46.101(a)(1)]

[ —YES —

Should this activity be
considered research
involving human subjects
covered by 45 CFR part 467

Is the information private? (About
behavior that occurs in a context in BUT
which an individual can reasonably
expect that no observation or recording
is taking place, or provided for specific
purposes by an individual and which the
individual can reasonably expect will not
be made public.) (45 CFR 46.102(f)(2)]

subpart A
—Y ES #requirements apply-gb[ Go to Chart 2 |

AND

¢ yy

Other Federal, State and local laws and/or

I
I YES
NO ¥
Unless exempt
Is the under 45 CFR
research 46.101(h),
covered by 45 CFR part 46,
an
applicable
ngRP ;c\: the resea_r(t:hk
s appropriate,
approved
assurance subpart B, C, and
created D requirements
under 45 also apply.
CFR
46.103? NO

> regulations may apply to the activity.
[45 CFR 46.101(f)]
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HSR Criteria

Project:

Problem:

Research team wants to
interview IRB heads,
security officers, other
institutional leaders to
determine the policy
requirements governing the )
deployment of multi-site
digital security systems.

Should this activity be
considered research
involving human subjects
covered by 45 CFR part 467

)

B—)
B—)

B—)

B—)
B—)

Chart 1: Is an Activity Research Involving Human Subjects

Start here.

L ]

Is the activity a systematic
investigation designed to develop or
contribute to generalizable
knowledge? [45 CFR 46.102(d)]

Covered by 45 CFR part 46?7

September 24, 2004

| Activity is not research, so 45

Y

T
YES
h 4

Activity is research. Does the
research involve obtaining
information about living

individuals? [45 CFR 46.102(f)]

|
YES

v

Does the research involve
intervention or interaction with the
individuals?

[45 CFR 46.102{f)(1), (2)]

—MNO >

|
YES

¥
Agctivity is research
involving human
subjects. Isit
conducted or

supported by HHS?
[45 CFR 46.101(a)(1)]

[—YES —

v

——NO— human subjects, and 45 CFR part 46

CFR part 46 does not apply.

The research is not research involving

does not apply.

A F Y
NO
1

Is the information
individually identifiable
(i.e., the identity of the
subject is or may readily be
ascertained by the
investigator or associated
with the information)?
[45 CFR 46.102(f){2)]

T
YES BUT

. 4

v

I | expect that no observation or recording
YES is taking place, or provided for specific
NO h 4 purposes by an individual and which the
Unless exempt individual can reasonably expect will not
s the under 45 CFR be made public.) (45 CFR 46.102(f)(2)]
research 46.101(b),
covered by 45 CFR part 46,
an subpart A
applicable —Y ES #requirements apply-gb[ Go to Chart 2 |
OHRP to the resea_rchk
approved As appropriate, |
assurance subpart _B. C,an AND
created D requirements ¢
under 45 also apply. Yy
CER Other Federal, State and local laws and/or
46.1037 NO > regulations may apply to the activity.
i . [45 CFR 46.101(f)]

Is the information private? (About
behavior that occurs in a context in BUT
which an individual can reasonably

© 2007, BRIITE

http://www.briite.org

67



Chart 2: Is the Research Involving Human Subjects Eligible

[Fronchart 1| for Exemption Under 45 CFR 46.101(b)?

September 24, 2004

I I S I 2 C - t -
Has HHS prohibited exemption of the human subjects research?

. (All research involving prisoners, some research involving children.)
P I’Oj eCt [Footnote 1 to 45 CFR 46.101(i), 45 CFR 46.401(b}]
T /
NO
h 4

** “Only" means that no non-
exempt activities are involved.

Will the enly** involvement of human subjects i
Researc h te am Wants to - be in one or more of the following categories? Research that '.m_:I_Ude.s exempt and
. . I R B h ead S ¥ non-exempt activities is not exempt.
I nte er eW ’ Research conducted in established or] .
H . commonly accepted educational YES C!E;irgat::‘)): ; v 1 | Goto
seltings, involving normal education ) “|Chart 3
security officers, other > YES»| CFR4ATIBI
5 5 5 practices? i
T
|nst|tut|_onal Ieade_rs to P
Y
determine the policy T WAl ez
7 g ducational tests, survey Go to
re U I re m e ntS Ove rn I n th e - prac:dures, interview procedures, —YESH| 46.101(b)2)or = Chart 4
d eq IO m e nt Ofgm u Itl Sltg or observation of public behavior? (b)(3) may apply.
- 1
. p y . AND/OR
YES A 4
digital security systems. T e AP —
of existing data, documents, records, YES CF;e-rlrgp‘l '{?1 b4 | Goto
or pathological or diagnostic B » may-appl{y )4) " | Chart 5
. specimens? '
Problem: :
AND/OR
h 4
. .. Research studying, evaluating, or Exemption 45 Go o
examining public benefit or service =YES#{ CFR 46.101(b)(5) >
Should this activity be i 461010 Grarts
considered research o
- - - ’-
involving human subjects Ressarch ivaning taste and food e 5 |
quality evaluation or consumer (=YES# CFR 46.101(h)(6) >
COVG red by 45 C F R part 46? acceptance studies? may apply. Chart 7
T
NO
Y \ 4
No exemptions to 45 CFR part 46 apply. oY
Provisions of 45 CFR subpart A apply, and subparts B, C and D - Cho rtua
also apply if subjects are from covered vulnerable populations. 2
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