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Big Data:
Yet Another Buzzword
or Actual Big Deal?

Robert J. Robbins
rré8222@gmail.com
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And why
should we care?
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What Is
BIG DATA

(answer from the interwebs)




SOUNDS BIG DA I A ABOUT GALLERY

OUR BLOG
A\

Big Data is a paranoid electronic music project from the Internet. The band
was formed out of a mutual distrust for technology and The Cloud, despite a
growing dependence on them. Their music explores the ever-increasing
relationship between man and machine, and more specifically how the
internet has reshaped the human experience. || Alan Wilkis [producer]
+Daniel Armbruster [vocals]
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Original Definition

Application Delivery Strategies

META Group

Date: 6 February 2001 <+ File: 949
Author: Doug Laney <=

urrent business conditions and
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quality and integration woes will be tempered by data profiling technologies (for generating metadata,
consolidated schemas, and integration logic) and information logistics agents. By 2005/06, data, document,

and knowledge management will coalesce, driven by schema-agnostic indexing strategies and portal maturity.
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Original Definition

Velocity:

Variety:

can handle.

Data arriving
accelerating

Data In a mu

Volume: More data than extant systems

at a rapid and
pace.

titude of formats,

from a multitude of sources, all
(somewhat) relevant to the
guestion at hand.
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Buzzword




Proof: Google

") "big data” - Google Search - Mozilla Firefox
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GO 816 "big data" «

About 11,100,000 results (0.28 seconds)

What is Big Data? - Extensive Insights On Big Data - SAS.com

Web Images Maps Shopping News More ~ Search t

www.sas.com/Big-Data ~
Get the Free White Paper.
SAS Software has 1,514 followers on Google+
Big Data Explained - SAS, Big Data & Hadoop - Try Visual Analytics Demo

Big Data in 2013 - tableausoftware.com
www.tableausoftware.com/big-data ~

7 Things you Need to Do About Big Data in 2013. Get the Free Article!

A Tahlami Cafhamara hace 1 519 'F.Iﬁllh\uare An Ramnmlas
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_wim ......,.......l.l Usually ships in 1 1o 4 weeks $27.00 $20.53 $14.98 $13.95 $36.95
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Proof: Everybody Needs to Know

Copyrighted Material

Making Everything Easier!”

Big Data

FOR

DUMMIES

Learn to:

* Leverage big data tools and architectures

* Explore how big data can transform
your business

+ Integrate structured and unstructu red
data into your big data environment

* Use predictive analytics to make
better decisions

Judith Hurwitz
Alan Nugent

Dr. Fern Halper
Marcia Kaufman
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Proof: Magazine Covers
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Proof: Magazine Covers

Economist ||/ mesen
T

The data deluge

AND HOW TO HANDLE IT: A 14-PAGE SPECIAL REPORT
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Proof: Magazine Covers

POLE POSITION: A CONVERSATION WITH RADEK SIKORSKI

FOREIGN
AFFAIRS

' 'The Rise of
Blg Data

Kenneth Cukier &
Viktor Mayer-Schoenberger

0
1 Austerity Bites
Mark Blyth

The Irony of
American Strategy
Richard Haass

FOREICNAFFAIRS COM
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Proof: Magazine Covers
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Proof: Magazine Covers

B-PAGE SPECIAL POSTGRADUATE SURVIVAL GUIDE JAY |SSUE!

COSMOS

THE SCIENCE OF mmumﬁ

THE END OF
VIOLENCE
Steven Pinker on
the new peace
pia

DEFEATING
POLIO
Will paolitics
jeapordise a
CUrer p=a

FRAUDS AND
FAKES
Science's biggest

SCAMS o

GENIUS OF
DOGS
de the canine
braim 741

THE NEW GOD?

How tracking your digital trail could predetermine your

R B L, O
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1‘|-lwﬂ-..;'.w ||

CUSMOSmnagasine cofr

GALAXIES AND NEBULAE m CANCER VACCINES » WHALES = FICTION = REVIEWS

future = and why you'll benefit from today's data deluge. p46
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Proof: Magazine Covers

Biomedical Computafion

REVIEW

Big Data
._Analytics .
in BiOﬂlGdiCﬂlh

Researc
PRIRE N &
- o " "
PLUSI -
Privacy and Biomedical Research:
Building a Trust Infrastructure
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Proof: Magazine Covers

significance

Tl statistics making sense

BIG DATRH

SPELCIAL If

DRTAH AND
THE CITY

" “‘WHO ARE YOUR
BO0OK FRIENDS?

HE DRATRH FARMILY
: =FHEIR E -

- MAUE RECO
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SOCIETY '
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Proof: Magazine Covers

TV T SLINTAY TELEGEAPY, PROCUCED AND UL IS0 ITY LICASDOWN WHIDH LT EESPONTIIITY FIE THE CONTERTS

The privacy debate -~ Geekonomics

A scramble for information threatens " A How big data put Obama back in
individual freedoms | Page 5 the White House | Pages 8 and 9

chnolﬁ“ﬁ“ji ]

Blg data

BusmessTe

The power behind decisions juir 0

=

Big data has met its match
o dawic onetwo punch of speed "dc\rtf-y\w
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Proof: Magazine Covers

McKinsey Quarterly

Big data
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Proof: Magazine Covers

PLUS:

Maverik's New
Debit Card

Candy's
Sweet 5pot

The Association for Comenience & Fuel Retailing

THE EVOLUTION OF BIG DATA HAS
FLACED THE CONSUMER, NOT THE RETAILER.
IH CONTROL — YOU CAN WRESTLE IT BACK.
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Proof: Magazine Covers

A“ r white uvs Laurie Penny Ed Smith )

g y g y Remembering In Britain, asin
Rafael Behr on the culture wars Emily Davison, cricket, the north-
consuming Cameron's Conservatives  the suffragette hero | south divideis deep

NewStatesman

Fros thinking since 1913 2430 May 2013/£3.50 www.news{alesman.com

How Big Data
took over our lives

By Steven Poole

knows what you like
GOL)g[ﬁ' knows what you want

i knows what you buy
amazon knows what you read
B

= Microsoft knows where you live

PLUS Rhiannon Lucy Cosslett When should 2 woman have a baby? ||| [[ | || ” it
 J JJ:HM tEAIEE) |I|
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Proof: Magazine Covers

sli-i T STl

B s iy

PETABYTEERA g

THEBITERBIT
Viral infections for viruses

TROPICAL CYCLONES
The strong get stronger

BLACK HOLE PHYSICS
A new window on the
Galactic Centre

MNATUREJOBS
Minnesota musings

SCIENCE IN THE
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Proof: Cartoons

*"Why Gramma, what big data you have!”
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Proof: Cartoons

“"Hey wait a minute! My Big Data analysis says
I'm one gift short...”

© 2013, BRIITE
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Cartoons

Proof
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Our infrastructure can't keep up.
Marketers are flooding us with big data.
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Proof: Cartoons

“I think you'll find that mine is bigger...”

© 2013, BRIITE
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Proof: Cartoons

TIME WELL SPENT™

L:;.f Tn-r-"l, F-;t.i,l'-.h...l-rnt_

SEE, I TOLD You

THAT BIG DATA
WAS TOO SCARY

Workforce ITanovetion Theat Works™
KEONOS. (oM / TIME WELLSPENT
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Proof: Cartoons

© 2013, BRIITE http://www.briite.org

32



Ultimate Proof: Dilbert

DO WE HAVE ANY
ACTIONABLE ANALYTICS
FROM OUR BIG DATA
IN THE CLOUD?

Dilbert.com DilbertCartoonist@gmail.com

YES, THE DATA SHOWS
THAT MY PRODUCTIVITY
PLUNGES WHENEVER YOU

LEARN NEW JARGON.

rsal Liclick

|-9-12 ©2013 Scott Adams, InC. /Dist. by Unive

MAYBE IN—MEMORY
COMPUTING WILL ACCEL—
ERATE YOUR APPLICA—
TIONS.

PLUNGE,
PLUNGE.
PLUNGE.
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Proof: Even LOLCats

U NEED BIG DATA?

i. ;

WATTA#IG ET LT 41U

http://www.briite.org

34



Not Only Buzzword Status

7} LOLCats Get Serious: Comedy Network Hires Prominent Data Scientist — ReadWrite - Mozilla Firefox

File Edit View History Bookmarks Tools Help

=10 |

|g'b|g data” cartoon - Google Se... |g'mg data” cartoon - Google Se... | “mnuggelscarmonson Big Da... = |g'bog data” ol cat - Google Sear... LOLCats Get Serious: Comedy ... 3 | aF Twitter / supakittcat: 4lolcatr... |J.B¢g Data Boasts (Cartoon) | Bu... |T‘

& % readwrite.com/2011/05/27/data_scientist_hired_by_comedy_publisher #awesm=~opgtiaGKxhEIZI C | |E’ = "hig data” lol cat

2l 4+ &

LOLCats Get Serious: Comedy
Network Hires Prominent Data
Scientist

"Analyzing large data sets--so called big data--will become a key basis of competition,
underpinning new waves of productivity growth, innovation, and consumer surplus,
as long as the right policies and enablers are in place," so writes giant consulting firm
McKinsey Global Institute in a major new report this month on the topic. In LOLCat...

Marshall Kirkpatrick on May 27, 2011

Read Next [}

% Get Ready For The Streaming Music
Xeled Die Off

Meet The JavaScript Framework That

-
w Might Save HTMLS From ltself "Analyzing large data sets--so called big data--will become a key basis of

competition, underpinning new waves of productivity growth, innovation, and

Bitcoin Fever Has Spawned 100+ consumer surplus, as long as the right policies and enablers are in place," so writes
el Copycat Cryptocurrencles giant consulting firm McKinsey Global Institute in a major new report this month

on the topic.

=
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Big Deal

Truly humungous analyses
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Big Deal

Datafication of reality
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Big Deal

Truly humungous analyses

Datafication of reality

When n — all




Big Deal

Truly humungous analyses
Datafication of reality
When n — alli

Analytical issues
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Big Deal

When n — all

Analytical issues

Policy Issues

© 2013, BRIITE
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New Insights

Datafication
of
Reality

|A REVOLUTION

THAT WILL TRANSFORM HOW
WE LIVE, WORK, AND THINK

VIKTOR MAYER-SCHONBERGER
KENNETH CUKIER

© 2013, BRIITE
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Echos In the Datasphere
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Echos In the Datasphere

LN

Meteor
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Echos In the Datasphere
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Tunguska Effects

Tunguska
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25 mi
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Tunguska Effects
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Tunguska Effects
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Tunguska Effects
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Tunguska Effects

g When the first scientific expedition
reached the site, 20 years after the event,
they found hundreds of square miles of
residual devastation. Although some first-
hand descriptions of the event were
obtained, these were based on twenty-
year-old memories of people who has
seen the event from a great distance. No
photographs exist of the event as it
happened.

PSP

© 2013, BRIITE http://www.briite.org
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Echos In the Datasphere

' - ' ‘ "'-E.'..' :’. 7 3
Chelyabinsk —

= A
L %

© 2013, BRIITE http://www.briite.org

ol



Echos In the Datasphere

Meteor 500 k|Iotons
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Echos In the Datasphere

Chelyabinsk, Russia — 15 Feb 2013



Pretty Exciting, huh?
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Echos In the Datasphere
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J1e seemingly mundane, yet - —o o rogh i atrorroy oIS
higher on the agenda of organizations such as the G20.m

Eyes and ears

Two explosions last week demonstrated the
importance of globalmonitoring.

O

1ublishers Limited. All rights reserved

n 15 February, the town of Chelyabinsk in the Russian Ural
Mountains had an unexpected visitor. A meteor streaked high
above the city, briefly blinded commuters and then shattered
thousands of windows with a series of ear-splitting explosions. The
event was recorded on mobile phones and car-dashboard cameras
across the region, and YouTube soon filled with Hollywood~style
disaster videos of the fireball, replete with some very colourful
Russian commentary.

Local residents were not the only ones to record the blast. More
than a dozen monitoring stations around the globe captured the ultra-
low-frequency infrasound signal of the meteorite as it broke up in the
atmosphere. The stations are partofa much larger network of sensors

91 FEBRUARY 2013 | VOL 494 | NATURE | 281

e
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Echos In the Datasphere

e —— —av P draa B
for the spliceosome, yet group 11 splicing and
spliceosomal splicing involve the same two
phosphoryl-transfer reactions and generate
the same reaction intermediates and prod-
ucts. The crystal structure of a group 11 intron®
revealed an active site with two catalytic metal
ions coordinated to phosphate groups in the
domain V helix of the RNA that are spatially
and functionally equivalent to the phosphates
that Fica et al. show are coordinated between
the U6 snRNA and the pre-mRNA. The par-
allels between these molecules even extend
to the stereochemistry of the oxygen atoms
that serve as ligands for the two metal ions.
Although it has long been known that the
hairpin-loop structures of U6 and domain V
are functionally similar, this work demon-
strates the chemical equivalence between these
two systems in their metal-ion coordination.
There are more than 100 proteins in the
spliceosome, so what role do they have if
RNA is the catalyst of pre-mRINA splicing?
Some proteins are retained throughout the
splicing process, whereas others associate

SOLAR SYSTEM

Russian skyfall

The recent eniry of a 20-metre-wide celestial rock into Earth’s atmosphere
offered both a spectacular show and a source of invaluable data that advance
our understanding of high-velocity impacts. SEE LETTERS P 235& r238

NATALIA ARTEMIEVA

wo papers in this issue focus on the

scientific reconstruction of the aster-

oid-impact event that was observed
on 15 February 2013 in Chelyabinsk, Rus-
sia — the largest impact event on Earth since
the Tunguska blast of 1908. Borovicka ef al.!
(page 235) extract substantial scientific
information from several low-quality video
recordings. Meanwhile, by analysing infra-
sound airwaves and the brightness of the light

902 | NATURE | VOL 503 | 14 NOVEMBER 2013
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flash generated by the impact, as well as the
damage caused to Earths surface, Brown et al?
(page 238) estimate the total energy of the event
to have been 400-600 kilotons of trinitrotoluene
(1 kt of TNT is equivalent to 4.185 X 10" joules
of energy), and say that such events occur more
often than previously thought.

There are three fundamental physical pro-
cesses involved as meteoroids — asteroids’
smaller counterparts — enter the atmos-
phere. First, atmospheric drag decelerates
meteoroids from their initial velocity of about
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Echos In the

A major paper in Nature reported
an analysis of the Chelyabinsk
Impactor.

The primary source data were
fifteen YouTube videos...

LETTER

doi: 101038/ maturc 12671

The trajectory, structure and origin of the
Chelyabinsk asteroidal impactor

1i# Boroviéka!, Pavel Spurny', Peter Rri ywn™?, Paul \\Tegﬁtl{ Pavel Kzlenda®, David Clark™? & 1ukas Shrhenj*

Iy colliding

anairburst of energy equivalent to 5-15 megatons of trinitrotoluene
(1 kiloton of trinitrotoluene represents an energy of 4.185 % 10"
joules). Until recently, the next most encrgetic airburst events occurred
over Indonesia' in 2009 and near the Marshall Islands* in 1994, both
with energies of several tens of kilotons. Here we report an analysis of
selected video records of the Chelyabinsk superbolide” of 15 February
2013, with energy equivalent to 500 kilotons of trinitrotoluene, and
details of its al.mnsphmcpn;sauz ‘We found that its orbit was similar
to the orbit of the two-kil id 86039 (1999 NC43),
Lo a degree of statistical significance suflident Lo suggest that the
two were once part of the same object. The bulk strength—the
ity to resist hreakage—of the Chelyahinsk asternid, of about

ller meteo:

viv lllg l['dDJ.lK nis ]d.[gll.' lian 100 Braims was ll.l‘\ €r

The data for Tunguska are limited to tree damage and records ol
seismic or acoushic waves atlarge distances. The Indonesia and Marshall
Islands inypacts were detected ouly by distanm infrassaic sei-

ane
The Chelyabinskimpact occurred unexpectedly overarelatively den

sely popuiated Russian region during sunrise on 15 February 2

The superbolide (an extremely bngj'll meteor) iad.

3,

d
xisting astercid surveys. We note that the 2.2-km-diameter™ near-
‘Ea.nh cS!EIOId 86039 (1999 NC43) of spectral type Q" (corresponding
twordinary chondrites) Las a very similer orbit, witl very low dissimi-
larity criteria, D = 0.050 (ref. 17) and D" = 0.018 (ref. 18), relative 10
Chelyabinsk asteroid. Though this does not provide an unequivocal
dynamical link, such a close match is unlikely statistically. We expect
227 near Earth asteroids brighter than 86039 to exist'. Selecting at
random from the expected distribution of near-Farth asteroids™, it
takes an average of 6 % 107 draws before selecting one with a smaller
D\alue and more than 3 > 10° draws before selecting one witha smaller
alue Because 227600000 and 227/3.000,000 are ﬂauualenl h‘)

Data Fig 1). The minimum veioci klckrequlm.l w E|ec1 TIL Lhﬂ\ abinsk
asteroid from 3603915 0.7 km s" (aphelion) or 2km s~ (perthelion).
This ejection velocity is consistent with a collision with another aste-
r0id (which would provide a kick of a fow kilometres per second).

The {2 ntation"wring atmospheric entryv was stadied using the

e

air blest wave. An §-m-wide hole in the ice of Lake Chebarkul, 70 ki
west of Chelyabinsk, was reported shortly after the event. Thousands
of srnaJl meteorites of total mass >100 kg classified as LL5 mdmar
ound m the areas south-southi
Here we dctermL the belide trajectory and orbit nnd clcscnbL the
ablation process of the asteroid. The main data for these analyses were 15
bolide videos publicdy availeble on the internet (Extended Drata Table 1).
brated these videos with A1de field stellar imogery. Deta
procedure, WhiCTTRET TIMCTIOC -, ACC QIveTnin
Supplementary Information. The I:I.—.ledon and speed of the bolide are
presentad in Table 1. The observed low decel eration provides anextreme
lower limit 0f 10° kg for the mass of the body. The measured energy®and
speed provide a best estimate of the mass of ~1.2 3 107 kg, correspond-
ing o a diameter of ~19 m assuming a bulk density of 3.300kgm .
The pre-impact arbat (Table 2) s consistent with an origin in the main
astercid belt, most probably in the inner main belt near the v; secular
resonance. We integrated the orbit and 1,000 test particles within the
orbital uncertaintics (a probability cloud) 2,000 yearsinto the past. The
asteroid spent the six weeks hefore impact within an elongation of 45°
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Echos In the Dat

A major paper in Science reported
an analysis of the Chelyabinsk
impactor.

Some critical data were taken from
YouTube videos...

Chelyabinsk Airburst, Damage
Assessment, Metearite Recovery,
and Characterization

Glga . Popova,” Peter Jenniskens,>** Vacheslav Emel'yanenko,® Anna Kartashova,
Eugeny Biryukov,” Sergey Khaibrakhmanov,® Valery Shuvalov, Yurij Rybnov,*
Alexandr Dudorov,® Victor I. Grokhovsky,” Dmitry D. Badyukov,® Qing-Zhu Yin,” Peter S. Gural,?
Jim Albers,? Mikael Granvik,*® Lislo G. Evers,™ " Jacob Kuiper,™* Vladimir Kharlamov,*

Andrey Solovyov,"® Yuri S. Rusakeov,"® Stanislav Korotkiy,™ Ilya Serdyuk,'®

Alexander V. Korachantsev,® Michail Yu. Larionov,” Dmitry Glazachev,! Alexander E. Mayer,®
Galen Gisler,"” Sergei V. Gladkovsky,'® Josh Wimpenny,® Matthew E. Sanborn,®

Akane Yamakawa,” Kenneth L. Verosub,” Douglas ). Rowland,*® Sarah Roeske,”

Nicholas W. Botto,” Jon M. Friedrich,>®** Michael E. Zolensky,?* Loan Le,”*?? Daniel Ross,”*-**
Karen Ziegler,?* Tomoki Nakamura,?® Insu Ahn,? Jong Ik Lee,®® Qin Zhou,®™?® Xian-Hua Li,®®
Qiu-Li Li,”® Yu Liu,*® Guo-Qiang Tang,?® Takahiro Hiroi,*® Derek Sears,” Ilya A. Weinstein,”
Alexander S. Vokhmintsev,” Alexei V. Ishchenko,” Phillipe Schmitt-Kopplin *®>*

Norbert Hertkorn,*® Keisuke Nagao,* Makiko K. Haba,>® Mutsumi Komatsu,*

Takashi Mikouchi >* (the Chelyabinsk Airburst Consortium)

3

The asteroxd 1mpact near the Fissian aty of Chelyabinsk on 15 February 2013 was the largest airburst
on Earth since the 1908 Tunguska event, causing a natural disaster in an area with a population
exceeding one million. Because it occurred in an era with modem consumer electronics, field sensors,
and laboratory techniques, unprecedented measurements were made of the impact event and the
meteoroid that caused it. Here, we document the account of what happened, as understood now, using
comprehensive data obtained from astronomy, planetary sdence, geophysics, meteorology, meteoritics,
and cosmechemistry and from sodial science surveys. A good understanding of the Chelyabinsk
incident provides an opportunity to calibrate the event, with implications for the study of near-Earth
obiects and developing hazard mitigation strategies for planetary protection.

bbclyabinsk Oblgss «* “wannad amdmannat o coaction o0d e ek 4T e grpae

&

efficiently decelemted, avoiding the mmster of mo-
mentum 1o lower altitudes and resulting in less
damage when the blast wave reached the ground.

Damage Assessment

In the weeks affer the event, 50 villages were vis

ited W verily the exent of glass damage. The
resulting map (Fig. 3) demonstrates that the shock
wave lada wdrical component, exiending fur-
thest perpendicular to the trajectory. There was
little coherence of the shock wave in the forward
direction, where the disturbance was of long du-
ration, shaking buildings and making people mun
outside, but causing no damage.

“institute for Dynamics of Geespheres of the Russian Academy
of Sdiences, Leminsky Prospect 38, Building 1, Moscow, 119334,
Russia. *SETI Instifiste, 189 Bemardo Avenwe, Moundin View,
CA 95043, USA. NASA Ames Research Center, Moffett Ficid,
Mail Stop 245-1, CA 594035, USA “Institute of Astronceny of
the Russian Academy of Sdences, Pyatnitskaya 48, Moscow,
119017, Russia. *Department of Theoretical Mechanics, South
Ural State University, Lenin Avenue 76, Chelyainsk, 454050,
Russia. “Chelyabinsk State University, Bratyev Kashirinyh Street
129, Chidyabinsy, 434001, Russia irsstn: of Physics and Tedhr
nology, Ural Federal University, Mir Strect 19, Yekaterinburg,
620002, Russia. Vernaddy lndtitite of Geothenistiy snd
Analytical Chemistry of the RAS, Kosygina Street 19, Moscow,
119991, Russia. * Department of Earth and Planetary Sciences,
University of California 2t Davis, Diavis, CA95616, USA. “Degart-
ment of Physics, University of Helsinki, P.0. Box 64, 00014
Helsinki, Finland. **Koninkisjk Nederlands Metearologisch In-
ssauut, P.0. Box 201, 3730 AE De Bit, Netherlands. ™ Depart-
ment of Geosience and Enginesring, Faaulty of Chil Engireesing
and Gepsdences, Delft University of Technalogy, P.0. Box
5048, 2600 GA Defft, Netherlands. “*Tomsk State Usriversiy,
Lenina Prospect 36, Tomsk, 634050, Russia. “*Research and
Peoclurtion Asaciatien “Typhoon ™ Flae 2, 7 Fagek Shreet

Fig. 2. Fireball visual mag-
nitude irradiance light curve,
normalized to 100-km dis-
tance. The bold dashed line
shows the model fit to the light
curve {SM section 1.2), with thin
lines showing tetal mass of all
fragments passing a given altitude
(kg) and the altitude-dependent
rate of energy deposition as a
fraction of the original kinetic
energy flor ).

&

W magnitude @ 100 km
& ]
R T T B S

frajectory were pushed mwards, and suspended
ceilings were sucked down above broken win-
dows (fig. S36G). There was no structural dam-
age w0 buildings, other than a statue of Pushkin
inside the loeal Thrary, emcked by a hlownoont
window frame. Cracks in walls were documented
in nearby Baturinsky and Kalachevo.
Electrophonic sounds were heard (SM section

ot fom)

Fig. 1. Meteoroid fragmentation stages in vid-
eo taken by A. lvanov in Kamensk-Uralskiy. (A)
e e et {3y ta of 16} but there was no evidence of an clctro-
main disruption. (C) Onset of secondary disruption, ~ M3&netic pulse (EMP) under the track in neigh-
(D) End of secondary disruption; main debris cloud  007ing Emanzhelinka. Due to shock-wave-induced
continues to move down. (E) Two main fragments  Vibrations, electricity and cell phone connectivity
remain. (F) Single fragment remains. (G) Thermal-  Wwas briefly halted in the Kunashaksky district at

ly emitting debris dowd at rest with atmesphere.
(H) Final fragment continues to penetrate. Meteor
moved behind distant lamp posts. (I and J) Detail
of the thermal emission from a photegraph by
Mr. Dudarev (I} and M. Ahmetvaleev (), after sky
subtraction with high-pass filter and contrast en-
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the far northem end of the damage area. The gas
supply was briefly interrupted in some districts
because of valves reacting to the vibrations.
People found it painful to look at the bright
fireball, but glancing away prevented lasting eye
damage. OF 1113 respondents to an Intemet sur-
vey who were outside at the time. 25 were sun-

ek 2003 315 Sl (28700 and 14

) paysodoep ABisue |euiBlio Jo uopoel)
{B4) ssew Bujujewel jo wyjebon

[y,
P

Altitude (km})

cording to 32405 oM section 2.1). The ma-
jority of injuries (1210) took place in the densely
populated Chelyabinsk city, but the highest frac-
tion of people asking for assistance was near the
trajectory track in the Karkinsky disgnct (0 16%)

Mataarite Racovery

Shock radiation contributed to surface heating and
ablation but did not completely evaporate all
fragments of Chelyabinsk, unlike in the case of
Tunguska (3). Meteorites of ~0.1 g fell near
Aleksandrovka close to the point of peak bright-
ness, masses of ~100 g fell further along the tra-
jectory near Deputatskiy
3.4 kg fell near Timiryazevskiy. One hit the roof
of a house in Deputatskiy (fig. 346). Falli
sphere models suggest that they originated at 32
to 26-km altitude (fig. S52), where the meteor
model shows rapid fragmentation (fig. S18C).
The location of the meteorites is consistent with

and at least one of

it et winds oS e s (i, $74)
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New Insights

Analysis Issues

When n — all

|A REVOLUTION

THAT WILL TRANSFORM HOW
WE LIVE, WORK, AND THINK

VIKTOR MAYER-SCHONBERGER
KENNETH CUKIER
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Analysis

Excerpts:

At its core, big data is about predictions.

Big data’s ascendancy represents three shifts in the way we
analyze information that transform how we understand and

organize society.

Bie
DNTF

IA IIEVDLI.I'I'ION

THAT WILL TRANSFORM HOW
WE LIVE, WORK, AND THINK
T CHUNE

60
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Analysis

Excerpts:

1. In this new world we can analyze far more data. In some
cases we can even process all of it relating to a particular
phenomenon. ... the need for sampling is an artifact of a
period of information scarcity, a product of the natural
constraints on interacting with information in an analog
era.

2. Looking at vastly more data also permits us to loosen f , /= ™ .
up our desire for exactitude. ... It is a trade-off: with .a
less error from sampling we can accept more

measurement error. Dn . F

IA IIEVDLI.ITION

THAT WILL TRANSFORM HOW
WE LIVE, WORK, AND THINK
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Analysis

Excerpts:

3. These two shifts lead to a third change: a move away from
the age-old search for causality. As humans we have been
conditioned to look for causes, even though searching for
causality is often difficult and may lead us down the wrong
paths. In a big-data world, by contrast, we won’t have to
be fixated on causality; instead we can discover patterns

and correlations in the data that offer us novel and

precisely why something is happening, but they alert

invaluable insights. The correlations may not tell us B e

us that it is happening. Dn‘rr

IA IIEVDLI.ITION

THAT WILL TRANSFORM HOW
WE LIVE, WORK, AND THINK
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Analysis

Excerpts:

Sampling is an outgrowth of an era of information-
processing constraints, when people were measuring the
world but lacked the tools to analyze what they collected.

Yet sampling comes with the cost of the has long been
acknowledged but shunted aside. It loses detail. In some

cases there is no other way but to sample. In many

some data, to gathering as much as possible, and if

areas however, a shift is taking place from collecting B e

feasible, getting everything: Dn‘rr

N = all |A REVOLUTION

THAT WILL TRANSFORM HOW
WE LIVE, WORK, AND THINK
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Analysis

N = all:

When it is possible to collect data on all of the objects of

interest, profound changes in analytical methods are
required.

In addition to changes in analytical methods, even more
profound policy issues begin to arise.

© 2013, BRIITE
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New Insights

Policy Issues

When n — all

|A REVOLUTION

THAT WILL TRANSFORM HOW
WE LIVE, WORK, AND THINK

VIKTOR MAYER-SCHONBERGER
KENNETH CUKIER

i
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Policy Issues

© 2013, BRIITE

http://www.briite.org

66



Policy Issues e

Climate, stomwandlhe Phlllppms
The lure of foxyiaoes :

Europe sfar nght alliance

Buddhism and business

We all emit a constant
stream of data exhaust
that can be used to
monitor our daily
activities...

_Google Glass, ubiquitous cameras
~ andthethreatto P“"aq
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Big Data Makes Identification Easy

Finding a needle in haystack is fairly
hard ...

68



Big Data Makes Identification Easy

unless you have a really big electro-
magnet.
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Big Data Makes Identification Easy

Connecting data to one individual on
Earth is fairly hard ...

70



Big Data Makes Identification Easy

unless you have access to several
big-data data sets, AND you know
just a few, independent attributes of
the person.
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Big Data Makes Identification Easy

/
Remember:
1 1 1 1
1000 1000 1000 o 1,000,000,000
1 1 1 1 1 1
X X X X p—
100 100 100 100 100 10,000,000,000
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Big Data Makes Identification Easy
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Big Data Makes Identification Easy

Where on Earth was
this picture taken?

© 2013, BRIITE http://www.briite.org 74



Big Data Makes Identification Easy

Where on Earth was
this picture taken?

4 Method:

e Download JPG
» Extract date from EXIF information

* Google on date & waterspout |
.|  tornado

Result:

* Pictures were taken: Adriatic sea,
Croatia, between islands Hvar and

Brac just above village Murvica

beach on island Brac.

A
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Big Data Makes Identification Easy

Photographer (MaldenDJ) has a FLICKR account.
Here are other pictures from same day.

[E— el =]
s BestPhotosof - % |\ |
7594313616673/ A @A F# @0 E A EE DG ==
bnce [ Tech [ ESP [ Shopping (] WebTools [ JRIR (] Non-profis [T ACI || Google Bookmark = Our Stores » (] Other bockmarks
Mail News Sports Finance Weather Games Groups Answers Screen Flickr Mobile More ~
flickr Explore Upload
Sl Tt
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Big Data Makes Identification Easy

Photographer (MaldenDJ) has a FLICKR account.
Here are other pictures from same day.

Mail News Finance Weather Games

flickr

Sports

Explore Upload

's BestPhotos of r % [\

=lE] s

Groups

Based on captions on FLICKR images, this seems
to be the photographer, MaldenDJ

7594313616673

bnce [ Tech (JESP [ Shopping (| WebTools [ JRIR [T Non-profits (] ACI

Answers

Screen

Flickr

Mobile

Ay AL FSCBOE D LB DS
» (] Other bockmarks

'\ Google Sockmark | Our Stores

More ~
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Big Data Makes Identification Easy

|

‘s BestPhotos of % |

E - v = =
A BLFCEOERLED eSS
Non-profits [ ] AC || Google Bookmark ~  Our Stores » (] Other bockmarks

/Time require
location of the photograph and
identify the photographer:

.

d to discover the

Approx 5-10 minutes

s pobad

§ =
r 2
5
=== >
= (§ =
% “d
P ’ fat
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Big Data Makes Identification Easy

True Story:
| met a guy on a plane.

* Didn’t get his name.
 Wished | had...

http://www.briite.org
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Big Data Makes Identification Easy

What | did get:

He did IT consulting for pharmas
He was German

Seattle was his home airport
PROSIS (?) is his company name
His first name sounds like Hakim

He knows Tim Jenkins

© 2013, BRIITE
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Big Data Makes Identification Easy

What | did when | got home:
 Opened Jenkins’ Linked-In page

« Started looking at all contacts
 Found the name Achim Reeb
 Achim = Hakim, maybe ??
 Google “achim reeb”
 BINGO'!

© 2013, BRIITE http://www.briite.org 81



Big Data Makes Identification Easy

What | did when | got home:
 Opened Jenkins’ Linked-In page

« Started looking at all contacts
 Found the name Achim Reeb
 Achim = Hakim, maybe ??
 Google “achim reeb”

* BINGO! [ Time elapsed: ~30 min }

© 2013, BRIITE http://www.briite.org
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Big Data Makes Identification Easy

Hypothetical Story:

| met another guy on a plane ...
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Big Data Makes Identification Easy

) (10 - Google Search - Mozilla Firefox =1of x|
File Edit View History Bookmarks Tools Help

| B3 <10 - Google Search | e ‘
€ % | & https://www.google.com/search?q=ClO8ie =utf-8&oe =utf-88aq=t&ls=org. mozila:en-US:offidal&dlient=firefox-adchannel =npasource =hp#channel =np&gq =CI0+&rls= c | |E ~ Google el | ¥ #

Ggogle  co

Web Images Maps Shopping News More ~ Search tools

ClO.com
www.cio.com/ ~

ClO.com delivers the latest tech news, analysis, how-to, blogs, and video for IT
professionals. Covers apps, careers, cloud computing, data center, mobile, ...

IT Jobs - Magazine - White Papers - News

Chief information officer - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Chief_information_officer ~

Chief Information Officer (ClO) or Information Technology (IT) Director, is a job title
commonly given to the most senior executive in an enterprise responsible for ...

ClO - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/CIO ~
CIO may refer to: Contents. 1 Organizations; 2 Titles within a company or other

‘ |
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Big Data Makes Identification Easy

) (10 phd - Google Search - Mozilla Firefox o |E| ﬂ
File Edit View History Bookmarks Tools Help

| ECIO phd - Google Search | + ‘
(' - % | @ htips:/fwww.google.com/search?q=Cl08&e =utf-8&oe =utf-88aq=tarls=org. mozila:en-US: offical dient=firefox-a&channel =np&source =hp#channel =np &g =CI0-+phda c | |E - Google P | ‘ ‘ﬁ‘

Cﬁygle CIO phd

Web Images Maps Shopping More ~ Search tools

Doctoral Program - Heinz College
www.heinz.cmu.edu/faculty-and-research/doctoral.../index.aspx ~

The Ph.D. program at Heinz College equips students to address the increasing
complexity of public policy, management, and information systems and ...

Biography of Danny A. Harris, PhD. - Office of the Chief Information ...
www2.ed.gov/about/offices/list/ocio/bio.html ~

Aug 20, 2013 - Biography of Danny A. Harris, PhD., Chief Information Officer of the
U.S. Department of Education.

Luis E. Taveras, Ph.D. | CIO NETWORK
cionetwork.wsj.com/?speakers=luis-e-taveras-ph-d ~

Luis E. Taveras, Ph.D. is Senior Vice President and Chief Information Officer for
Hartford HealthCare (HHC). Hartford HealthCare is the premiere health care ...

‘ |
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Big Data Makes Identification Easy

) (10 phd clayton - Google Search - Mozilla Firefox I ;Iglll
File Edit View History Bookmarks Tools Help
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- Clayton W. Naeve, PhD - St. Jude Children's Research Hospital
www.stjude.org/stjude/v/index.jsp?vgnextoid... ~

Clayton Naeve, PhD, St. Jude Faculty, Vice President, Chief Information Officer,
Hartwell Center for Bioinformatics and Biotechnology, Department of Information ...

Clayton Naeve | LinkedIn
www.linkedin.com/pub/clayton-naeve/9/456/48b ~

View Clayton Naeve's professional profile on LinkedIn. LinkedIn is ... SVP & CIO at St.
Jude Children's Research Hospital. Location ... Ph.D., Molecular Biology.

St. Jude Research | Clayton W. Naeve, PhD
www.stjuderesearch.org/site/authors/naeve ~

Clayton Naeve, PhD. Member, St. Jude Faculty Senior Vice President & Chief
Information Officer, St. Jude Children's Research Hospital Endowed Chair ...

=
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Big Data Makes Identification Easy

Clayton W. Naeve, PhD - Mozilla Firefox o |E| ﬂ
File Edit View History Bookmarks Tools Help
| |L|Clayton W. Naeve, PhD
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Research . .
Director, Hartwell Center for Bicinformatics and Biotechnology
D! Departments
Ways to Help Administration
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Divisions
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Contact Information
Clayton Naeve, PhD
Information Sciences/Administration
M3 278, Room D-1007D
5t Jude Children's Research Hospital
262 Danny Thomas Place
Memphis, TN 38105-3678 LI
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Big Data Makes Identification Easy

Hypothetical Story:

| met yet another guy on a plane ...
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Big Data Makes Identification Easy
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Big Data Makes Identification Easy
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NIH Clinical Center: Medical Informatics
www.cc.nih.gov » Training Home » Student Programs » Clinical Electives ~

Four to Eight Week Sessions. Rotation Coordinator: Paul Fontelo, MD, MPH. Rotation
Description This is an introductory elective in medical informatics for ...

HSRIC: Health Informatics - National Library of Medicine
www.nlm.nih.gov » Health Services Research & Public Health » HSRIC ~

Access health informatics data, publications, webcasts, and domestic and international
key organizations.

NLM's University-based Biomedical Informatics Research Training ...
www.nim.nih.gov » Grants and Funding ~

Each NLM informatics research training program makes special efforts to recruit ...
Training Programs, contact: Dr. Valerie Florance, florancev@mail.nih.gov.
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- Dr. Warren Kibbe to Head the NCI Center for Biomedical Informatics ...
ncip.nci.nih.gov/.../dr-warren-kibbe-to-head-the-nci-center-for-biomedic... ~
Jul 8, 2013 - | am pleased to announce that Dr. Warren Kibbe has accepted my offer ...

Thanks to his familiarity with NClI's past efforts in informatics, Warren has a ... the
Director of the National Cancer Institute, National Institutes of Health.

NCI BioMedical Informatics Blog - - NCIP Home - National Institute. ..
ncip.nci.nih.gov/blog/ ~

Sep 27, 2013 - | am pleased to announce that Dr. Warren Kibbe has accepted my offer
to serve as the Director of the NCI| Center for Biomedical Informatics and ...

NCIP Home - National Institutes of Health
ncip.nci.nih.gov/ ~
National Cancer Informatics Program home. ... View Warren Kibbe's November 4
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Warren Kibbe to Head the NCI Center for Biomedical Informatics and Information Technology (¢ o |E| ﬂ

File Edit View History Bookmarks Tools Help

:: Dr. Warren Kibbe to Head the NCI Center fo | + ‘
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mﬁ: National Cancer Institute
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National Cancer Informatics Program S5, S0 B
- . - . 0 >,
Center for Biomedical Informatics and Information Technology N %, - I ﬁv |
g™ Pre™ P iges®
m About the National Cancer Informatics Program Blog Purpose and Policies
Dr. Warren Kibbe to Head the NCI Center for Biomedical &
Informatics and Information Technology (CBIIT)
NCIP News

| am pleased to announce that Dr. Warren Kibbe has accepted my offer to serve as the Director of
the MCI Center for Biomedical Informatics and Information Technology (CBIIT) after a rigorous
international search.
Dr Kibbe currently leads the informatics program at Northwestern University (WU), where he has
been the driving force behind the development of the informatics infrastructure for clinical
research. He is currently Professor of Health and Biomedical Informatics at MU, with
appointments as Director of Cancer Informatics, CIO of the Robert H. Lurie Comprehensive
Cancer Center, and Associate Director of the Northwestern University Biomedical Informatics

Sign up for the NCIP Announce Center (NUBIC).

Listserv
Warren has extensive experience in the development of cancer informatics software, having led
the development of the Patient Study Calendar (PSC) and the Human Disease Ontology. His
research has produced several novel open-source software tools that have been adopted by

MCl-designated Cancer Centers and other academic medical centers around the country. In 2012, he was selected one of the
Tweets W Follow Top 25 Healthcare ClOs by InformationWeek Healthcare. &l

© 2013, BRIITE

http://www.briite.org

92



Policy Issues

SCIENTISTS EXPOSE NEW VULNERABILITIES IN THE
SECURITY OF PERSONAL GENETIC INFORMATION

studies.

Using only a computer, an Internet connection, and publicly
accessible online resources, a team of Whitehead Institute
researchers has been able to identify nearly 50 individuals who had
submitted personal genetic material as participants in genomic
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GenomeHacking

Yaniv Erlich

Whitehead Institute for Biomedical Research

(yvaniv@wi.mit.edu)

P MWC Yaniv Erlich_

d Institute for Biomedical Resear
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Surname Inference

can be used to triangulate the identity of the target.

urnames are patemally inherited in most
human societies, resulting in their co-
segregation with Ychromosome haplotypes

(1-5). Based on this observation, multiple genetic
genealogy companies offer services o reunite dis-

-
yhitehead Institute for Biomedical Research, 9 Cambridge
Center, Cambridge, MA 02142, UShA. *Harvard-Massachusetts
institute of Technology (MIT) Diision of Health Sciences and
Technology, MIT, Cambridge, MA 02139, USA. *Program in Med-
ical and Population Genetics, Bioad Institute of MIT and Harvard,

ology and Diabetes Unit, Massachusetts General Hospital
Boston, MA 02114, USA. Scerter for Medical Ethics and Health
Policy, Baylor College of Meicine, Houston, TX 77030, USA.
SDepartment of Statistics and Operations Research, Tel Aviv
University, Tel Aviv 69978, lsiael. T5chool of Computer SCENCE,
Tel Aviv University, Tel Aviv 65978, lsrael 8Dgpartment of Mo-
lecular Mizrabiclogy and Biotechnology, Tel-fwiv University, Tel
Mwiv 69978, lsrael. *The International Computer Science Insti-
tute, Berkeley, CA 94704, USA.

*To whom correspondence should be addressed. E-mail:
yaniv@wi.mit.edu

Wi science!

" 3094 (2006).

Melissa Gymrek, >3 Amy L. McGuire,® David Golan,® Eran Halperin,”*? Yaniv Erlich™

Sharing sequencing data sets without identifiers has become a common practice in genomics.
Here, we report that surnames can be recovered from personal genomes by profiling short tandem
repeats on the Y chromosome (¥-5TRs) and querying
We show that a combination of a surname with other types of metzdata, such as age and state,
A key feature of this technique is that it entirely
relies on free, publicly accessible Internet resources. We quantitatively analyze the probability of
identification for U.S. males. We further demonstrate
with high probability the identities of multiple participants in public sequencing projects.

recreational genetic genealogy databases.

the feasibility of this technigque by tracing back

highly polymorphic shori tandem repeats across
the Y chromosome (Y-STRs). The association be-
tween sumames and haplotypes can be confounded
by nonpaternity events, mutations, and adoption of
fhe same sumame by multiple founders (5). The
tant patrilineal relatives by genotyping a fow dozen g
barriers with massive databases that list the west
results of Y-STR haplotypes along with their cor-
responding surnames. Currently, there are at least
cight databases and NUMETOUS SUTAME project Web
sites that collectively contain hundreds of thou-
ds of surname-haplotype records (table S1).

The ability of genetic genealogy databases to
breach anonymity has been demonstrated in the
past. In a number of public cases, male adoptees and
descendants of anonymous spemn donors used
recreational genetic gencalogy services to genotype
their Y-chromesome haplotypes and to search the
companies’ databases (6-9)- The genetic maiches
identified distant patrilineal relatives and pointed
to the potential sumames of their biological fathers.

snetic gencalogy community addresses these

Cambridge, MA 02142, USA *pepartment of Molecular B san

o gy eUle, doe L (WU A2

10.112&/science. 1228705

L Dk EL oW, e fi.

By combining other pieces of demographic in-

ldentifying Persunal Genomes hv lbnmtinnmchasdﬂlcandplmenl'birﬂlthcyl'ully

exposed the identity of taeir biological fathers.
Lunshof eral. (10) were the first to speculate that
this technique could expose the full identity of
participants in sequencing projects. Gitschier (1)
empirically approached this hypothesis by testing
30 Y-STR haplotypes of CFU participants in these
Jatabases and reported that potential sumames
can be defected. [CEU participants are multigen-
erational families of northern and westem Euro-
pean ancesiry in Utah who had originally had their
samples collected by CEPH (Centre d'Etude du
Polymorphisme Humain) and were later recon-
sented to participate in the HapMap project.]
However, these sumames could match thousands
of individuals, and the study did not pursue full
re-identification at a single-person resolution.
Our goal was to quantitatively approach the
question of how readily sumame inference might
be possible in a more general population, apply
this approach to personal genome data sets, and
demonstrate end-to-end identification of indi-
viduals with only public information. We show
that full identities of personal genomes can be
exposed via sumame inference from recreational
genetic gencalogy datobases followed by Intemet
searches. In all cases in which individuals were
studied who had donzted DNA samples, the in-
formed consent statements they had signed stated
privacy breach as a potential risk and the data usage
terms did not prevent re-identification. Represent-
atives of relevant organizations that funded the
originzl studies were notified and confirmed the
compliance of this study with their guidelines (12)-
Asa primary resource for surname inference,
we focused on Ysearch (www.ysearch.org) and

mag.org SCIENCE VoL 339 18 JANLIARY 2013
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And yet...

NIH GWAS policy, soon to be included in the more general NIH
genomic-data sharing policy, requires that institutions stipulate that:
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Policy Issues

And yet...

NIH GWAS policy, soon to be included in the more general NIH
genomic-data-sharing policy, requires that institutions stipulate that:

Data should be de-identified according to the following criteria:
the identities of data subjects cannot be readily ascertained or
otherwise associated with the data by the repository staff or
secondary data users (45 C.F.R. 46.102(f)); the 18 identifiers
enumerated at section 45 C.F.R. 164.514(b)(2) (the HIPAA
Privacy Rule) are removed; and the submitting institution has
no actual knowledge that the remaining information could be
used alone or in combination with other information to identify
the subject of the data.
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And yet...

NIH GWAS policy, soon to be included in the more general NIH
genomic-data-sharing policy, requires that institutions stipulate that:

Data should be de-identified according to the following criteria:
the identities of data subjects cannot be readily ascertained or
otherwise associated with the data by the repository staff or
secondary data users (45 C.F.R. 46.102(f)); the 18 identifiers
enumerated at section 45 C.F.R. 164.514(b)(2) (the HIPAA
Privacy Rule) are removed; and the submitting institution has
no actual knowledge that the remaining information could be
used alone or in combination with other information to identify
the subject of the data.
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And yet...

NIH GWAS policy, soon to be included in the more general NIH
genomic-data-sharing policy, requires that institutions stipulate that:

Data should be de-identified according to the following criteria:
the identities of data subjects cannot be readily ascertained or
otherwise associated with the data by the repository staff or
secondary data users (45 C.F.R. 46.102(f)); the 18 identifiers
enumerated at section 45 C.F.R. 164.514(b)(2) (the HIPAA
Privacy Rule) are removed; and the submitting institution has
no actual knowledge that the remaining information could be
used alone or in combination with other information to identify
the subject of the data.
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g This is a requirement, by NIH, h

that grantee institutions
stipulate to a known falsehood
in order to receive funding for
genomic-scale sequencing.

\_

In combination with other information
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[£] delusion de identification - G 3 " LL ReIdentification Is Not the \\ — Capgras syndrome: agnosia 3 | X
C fi _ blogs.law.harvard.edu/billofhealth/2013/05/22/re-identification-is-not-th @4 : EAR SO G W @ (- A e B e - —
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~ARD -
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i ‘t‘ ) Bill of Health @
: 2 ¢ Examining the intersection of law and health care, biotech & bioethics B i ﬁ =
®, ,é?': A blog by the Petrie-Flom Center and friends E’%
¢/{_._ ) Cﬁ‘e
FLOM
Home About Us Contact Us Petrie-Flom Center Paolicies
Posted on May 22, 2013 0y Meyer Michelle — Previous MNext —
Re-Ildentification Is Not the
Problem. The Delusion of De-
Identification Is. (Re-ldentification
Symposium)
This is the second post in Bilf of Health’s symposium on the Law, Ethics, and Science of
Re-ldentification Demaonstrations. We'll have more contributions throughout the week, and 5]
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.

Re-identification is not
the problem.

The Delusion of De-
identification Is

~
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This IS a
Big Deal




Big Deal

The (almost trivial) possibilities for data
reidentification, using freely available Big
Data, means that NIH should (must?)
entertain a serious re-analysis of the entire
issue of data privacy.
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Big Deal

The (almost trivial) possibilities for data
reidentification, using freely available Big
Data, means that NIH should (must?)
entertain a serious re-analysis of the entire
issue of data privacy.

We must either develop a new approach that
recognizes the possibility (likelihood!) of re-
identification, or ...
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Big Deal

The (almost trivial) possibilities for data
reidentification, using freely available Big
Data, means that NIH should (must?)
entertain a serious re-analysis of the entire
issue of data privacy.

We must either develop a new approach that
recognizes the possibility (likelihood!) of re-
identification, or ...

prepare to abandon data sharing completely.
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Possible New Approach

Excerpts:

For decades an essential principle of privacy laws around the
world has been to put individuals in control by letting them
decide whether, how, and by whom their personal
iInformation may be processed. In the Internet age, this
laudable ideal has often morphed into a formulaic system of
“notice and consent.” In the era of big data, however, when

much of data’s value is in secondary uses that may have i

mechanism to ensure privacy is no longer suitable.

been unimagined when the data was collected, such a B e

DII‘I'F

IA IIEVDLI.ITION

THAT WILL TRANSFORM HOW
WE LIVE, WORK, AND THINK
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Possible New Approach

Excerpts:

We envision a very different privacy framework for the big-
data age, one focused less on individual consent at the time
of collection and more on holding data users accountable for
what they do. ... This spurs creative reuses of the data,
while at the same time it ensures that sufficient measures
are taken to see that individuals are not hurt.

ié
DIITF

IA IIEVDLI.ITION

THAT WILL TRANSFORM HOW
WE LIVE, WORK, AND THINK
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Possible New Approach

Excerpts:

Running a formal big-data use assessment correctly and
Implementing its findings accurately offers tangible benefits
to data users: they will be free to pursue secondary uses of
personal data in many instances without having to go back to
iIndividuals to get their explicit consent. On the other hand,
sloppy assessments or poor implementation of safeguards

will expose data users to legal liability, and regulatory

criminal prosecution. Data-user accountability only

actions such as mandates, fines, and perhaps even B e

works when it has teeth. Dn‘rr

IA IIEVDLI.ITION

THAT WILL TRANSFORM HOW
WE LIVE, WORK, AND THINK
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Possible New Approach

Excerpts:

Shifting the burden of responsibility from the public to the
users of data makes sense for a number of reasons. They
know much more than anybody else, and certainly more than
consumers or regulators, about how they intend to use the
data. By conducting the assessment themselves (or hiring
experts to do it) they will avoid the problem of revealing

confidential business strategies to outsiders. Perhaps
of secondary use, so it’s only fair to hold them

this review on them.

most important, the data users reap most of the benefits B e

accountable for their actions and place the burden for D'ITF

IA IIEVDLI.ITION

THAT WILL TRANSFORM HOW
WE LIVE, WORK, AND THINK
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