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And why 
should we care?



What Is
BIG DATA
(answer from the interwebs)



Big Data is a paranoid electronic music project from the Internet. The band 
was formed out of a mutual distrust for technology and The Cloud, despite a 
growing dependence on them. Their music explores the ever-increasing 
relationship between man and machine, and more specifically how the 
internet has reshaped the human experience. || Alan Wilkis [producer] 
+Daniel Armbruster [vocals]





6© 2013, BRIITE http://www.briite.org

First defined
in 2001
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Original Definition
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Original Definition

Volume:  
far

Velocity: 
far

Variety:

More data than extant systems 
can handle.

Data arriving at a rapid and 
accelerating pace.

Data in a multitude of formats, 
from a multitude of sources, all 
(somewhat) relevant to the 
question at hand.



Buzzword
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Proof: Google
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Proof: Amazon
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Proof: Amazon
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Proof: Everybody Needs to Know
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Proof: Magazine Covers
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Proof: Magazine Covers
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Proof: Cartoons
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Proof: Cartoons
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Ultimate Proof: Dilbert
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Proof: Even LOLCats
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Not Only Buzzword Status



Big Deal
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Big Deal

Truly humungous analyses
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Datafication of reality
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Big Deal

Truly humungous analyses
Datafication of reality
When n → all

Analytical issues
Policy Issues
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New Insights

Datafication
of

Reality
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Echos in the Datasphere

Tunguska — 30 July 1908



44© 2013, BRIITE http://www.briite.org

Echos in the Datasphere

Meteor: 10-15 megatons
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Echos in the Datasphere

Meteor: 10-15 megatons
1000x Hiroshima
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Tunguska Effects
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Tunguska Effects
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Tunguska Effects
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Tunguska Effects
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Tunguska Effects

When the first scientific expedition 
reached the site, 20 years after the event, 
they found hundreds of square miles of 
residual devastation. Although some first-
hand descriptions of the event were 
obtained, these were based on twenty-
year-old memories of people who has 
seen the event from a great distance. No 
photographs exist of the event as it 
happened.
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Echos in the Datasphere

Chelyabinsk — 15 Feb 2013
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Echos in the Datasphere

Meteor: 500 kilotons
20-30x Hiroshima



Echos in the Datasphere

Chelyabinsk, Russia — 15 Feb 2013
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Pretty Exciting, huh?
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Echos in the Datasphere
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Echos in the Datasphere
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Echos in the Datasphere

A major paper in Nature reported 
an analysis of the Chelyabinsk 
impactor.

The primary source data were 
fifteen YouTube videos…
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Echos in the Datasphere

A major paper in Science reported 
an analysis of the Chelyabinsk 
impactor.

Some critical data were taken from 
YouTube videos…
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New Insights

Analysis Issues
When  n → all
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Analysis

Excerpts:
At its core, big data is about predictions.

Big data’s ascendancy represents three shifts in the way we 
analyze information that transform how we understand and 
organize society.
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Analysis

Excerpts:
In this new world we can analyze far more data. In some 
cases we can even process all of it relating to a particular 
phenomenon. … the need for sampling is an artifact of a 
period of information scarcity, a product of the natural 
constraints on interacting with information in an analog 
era. 

Looking at vastly more data also permits us to loosen 
up our desire for exactitude. … It is a trade-off: with 
less error from sampling we can accept more 
measurement error.

1.

2.
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Analysis

Excerpts:
These two shifts lead to a third change: a move away from 
the age-old search for causality. As humans we have been 
conditioned to look for causes, even though searching for 
causality is often difficult and may lead us down the wrong 
paths. In a big-data world, by contrast, we won’t have to 
be fixated on causality; instead we can discover patterns 
and correlations in the data that offer us novel and 
invaluable insights. The correlations may not tell us 
precisely why something is happening, but they alert 
us that it is happening.

3.
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Analysis

Excerpts:
Sampling is an outgrowth of an era of information-
processing constraints, when people were measuring the 
world but lacked the tools to analyze what they collected. 
…
Yet sampling comes with the cost of the has long been 
acknowledged but shunted aside. It loses detail. In some 
cases there is no other way but to sample. In many 
areas however, a shift is taking place from collecting 
some data, to gathering as much as possible, and if 
feasible, getting everything: 

N = all
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Analysis

N = all:
When it is possible to collect data on all of the objects of 
interest, profound changes in analytical methods are 
required.

In addition to changes in analytical methods, even more 
profound policy issues begin to arise.
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New Insights

Policy Issues
When  n → all
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Policy Issues
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Policy Issues

We all emit a constant 
stream of data exhaust 
that can be used to 
monitor our daily 
activities…
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Big Data Makes Identification Easy

Finding a needle in haystack is fairly 
hard …
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Finding a needle in haystack is fairly 
hard …

unless you have a really big electro-
magnet.

Big Data Makes Identification Easy
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Connecting data to one individual on 
Earth is fairly hard …

Big Data Makes Identification Easy
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unless you have access to several 
big-data data sets, AND you know 
just a few, independent attributes of 
the person.
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Connecting data to one individual on 
Earth is fairly hard …

unless you have access to several 
big-data data sets, AND you know 
just a few, independent attributes of 
the person.

Remember:
1

1000
1

1000×
1

1000× =
1

1,000,000,000

1
100 ×

1
100 ×

1
100 ×

1
100 ×

1
100 =

1
10,000,000,000

Big Data Makes Identification Easy
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Big Data Makes Identification Easy
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Where on Earth was 
this picture taken?

Big Data Makes Identification Easy
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Where on Earth was 
this picture taken?

Method:
• Download JPG
• Extract date from EXIF information
• Google on date & waterspout | 

tornado
Result:
• Pictures were taken: Adriatic sea, 

Croatia, between islands Hvar and 
Brac just above village Murvica
beach on island Brac.

Big Data Makes Identification Easy
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Photographer (MaldenDJ) has a FLICKR account. 
Here are other pictures from same day.

Big Data Makes Identification Easy
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Based on captions on FLICKR images, this seems 
to be the photographer, MaldenDJ

Big Data Makes Identification Easy
Photographer (MaldenDJ) has a FLICKR account. 
Here are other pictures from same day.
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Based on captions on FLICKR images, this seems 
to be the photographer, MaldenDJ

Time required to discover the 
location of the photograph and 
identify the photographer: 

Approx 5-10 minutes

Big Data Makes Identification Easy
Photographer (MaldenDJ) has a FLICKR account. 
Here are other pictures from same day.
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• I met a guy on a plane.
• Didn’t get his name.
• Wished I had…

Big Data Makes Identification Easy

True Story:
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• He did IT consulting for pharmas
• He was German
• Seattle was his home airport
• PROSIS (?) is his company name
• His first name sounds like Hakim
• He knows Tim Jenkins

Big Data Makes Identification Easy

What I did get:
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• Opened Jenkins’ Linked-In page
• Started looking at all contacts
• Found the name Achim Reeb
• Achim = Hakim, maybe ??
• Google “achim reeb”
• BINGO !

Big Data Makes Identification Easy

What I did when I got home:
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• Opened Jenkins’ Linked-In page
• Started looking at all contacts
• Found the name Achim Reeb
• Achim = Hakim, maybe ??
• Google “achim reeb”
• BINGO !

Big Data Makes Identification Easy

What I did when I got home:

Time elapsed: ~30 min
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I met another guy on a plane …

Big Data Makes Identification Easy

Hypothetical Story:
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Big Data Makes Identification Easy
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Big Data Makes Identification Easy
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Big Data Makes Identification Easy
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I met yet another guy on a plane …

Big Data Makes Identification Easy

Hypothetical Story:
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Big Data Makes Identification Easy
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Big Data Makes Identification Easy
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Big Data Makes Identification Easy
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Big Data Makes Identification Easy
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Policy Issues

Using only a computer, an Internet connection, and publicly 
accessible online resources, a team of Whitehead Institute 
researchers has been able to identify nearly 50 individuals who had 
submitted personal genetic material as participants in genomic 
studies.
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Policy Issues
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Policy Issues

A key feature of this technique is that it 
entirely relies on free, publicly accessible 
Internet resources 
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Policy Issues

And yet…
NIH GWAS policy, soon to be included in the more general NIH 
genomic-data sharing policy, requires that institutions stipulate that:
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Policy Issues

And yet…
NIH GWAS policy, soon to be included in the more general NIH 
genomic-data-sharing policy, requires that institutions stipulate that:

Data should be de-identified according to the following criteria: 
the identities of data subjects cannot be readily ascertained or
otherwise associated with the data by the repository staff or 
secondary data users (45 C.F.R. 46.102(f)); the 18 identifiers 
enumerated at section 45 C.F.R. 164.514(b)(2) (the HIPAA 
Privacy Rule) are removed; and the submitting institution has 
no actual knowledge that the remaining information could be 
used alone or in combination with other information to identify 
the subject of the data.
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Policy Issues

And yet…
NIH GWAS policy, soon to be included in the more general NIH 
genomic-data sharing policy, requires that institutions stipulate that:

Data should be de-identified according to the following criteria: 
the identities of data subjects cannot be readily ascertained or
otherwise associated with the data by the repository staff or 
secondary data users (45 C.F.R. 46.102(f)); the 18 identifiers 
enumerated at section 45 C.F.R. 164.514(b)(2) (the HIPAA 
Privacy Rule) are removed; and the submitting institution has 
no actual knowledge that the remaining information could be 
used alone or in combination with other information to identify 
the subject of the data.

This is a requirement, by NIH, 
that grantee institutions 

stipulate to a known falsehood 
in order to receive funding for 

genomic-scale sequencing. 
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Policy Issues
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Policy Issues

Re-identification is not 
the problem.

The Delusion of De-
identification Is 



This IS a
Big Deal
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Big Deal

The (almost trivial) possibilities for data 
reidentification, using freely available Big 
Data, means that NIH should (must?) 
entertain a serious re-analysis of the entire 
issue of data privacy.
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Big Deal

The (almost trivial) possibilities for data 
reidentification, using freely available Big 
Data, means that NIH should (must?) 
entertain a serious re-analysis of the entire 
issue of data privacy.

We must either develop a new approach that 
recognizes the possibility (likelihood!) of re-
identification, or …
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Big Deal

The (almost trivial) possibilities for data 
reidentification, using freely available Big 
Data, means that NIH should (must?) 
entertain a serious re-analysis of the entire 
issue of data privacy.

We must either develop a new approach that 
recognizes the possibility (likelihood!) of re-
identification, or …

prepare to abandon data sharing completely.
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Possible New Approach

Excerpts:
For decades an essential principle of privacy laws around the 
world has been to put individuals in control by letting them 
decide whether, how, and by whom their personal 
information may be processed.  In the Internet age, this 
laudable ideal has often morphed into a formulaic system of 
“notice and consent.” In the era of big data, however, when 
much of data’s value is in secondary uses that may have 
been unimagined when the data was collected, such a 
mechanism to ensure privacy is no longer suitable. 
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Excerpts:
We envision a very different privacy framework for the big-
data age, one focused less on individual consent at the time 
of collection and more on holding data users accountable for 
what they do.  … This spurs creative reuses of the data, 
while at the same time it ensures that sufficient measures 
are taken to see that individuals are not hurt.

Possible New Approach
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Excerpts:
Running a formal big-data use assessment correctly and 
implementing its findings accurately offers tangible benefits 
to data users: they will be free to pursue secondary uses of 
personal data in many instances without having to go back to 
individuals to get their explicit consent.  On the other hand, 
sloppy assessments or poor implementation of safeguards 
will expose data users to legal liability, and regulatory 
actions such as mandates, fines, and perhaps even 
criminal prosecution.  Data-user accountability only 
works when it has teeth.

Possible New Approach
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Excerpts:
Shifting the burden of responsibility from the public to the 
users of data makes sense for a number of reasons.  They 
know much more than anybody else, and certainly more than 
consumers or regulators, about how they intend to use the 
data.  By conducting the assessment themselves (or hiring 
experts to do it) they will avoid the problem of revealing 
confidential business strategies to outsiders.  Perhaps 
most important, the data users reap most of the benefits 
of secondary use, so it’s only fair to hold them 
accountable for their actions and place the burden for 
this review on them. 

Possible New Approach


